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ABSTRACT
In this paper the authors developed applications for apps in times of crises and critical situations. They analyzed 
how people act in these situations and how to mitigate their uncertainty and fears through situation-specific 
communication. Including these aspects as well as the general challenges of crisis communication, pros and 
cons of apps based on existing examples were discussed. The resulting requirements for an app for crises and 
dangerous situations should assist in designing a communication solution that strengthens the feeling of secu-
rity of citizens in critical times, such as life-threatening situations. This solution is intended as an additional 
means of communication for emergency services to modernize crisis communication with affected people.
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1. INTRODUCTION

In life-threatening situations, such as unexpected dangerous conditions, many people feel uncer-
tain. In such cases, these people are looking for help and feel confused: What is happening? What 
is the correct course of action? What should I consider? Who can help? The less information is 
available, the higher the anxiety, panic reactions and incorrect behavior. If people experience 
helplessness, a loss of control and uncertainty with the feeling of being in mortal danger, they 
are petrified with fear (Herzog, 2014). Renner and Gamp (2014) demonstrated that contextual 
information could help affected people to assess the situation and make informed decisions. 
Accordingly, the timely communication of current issues can affect the loss of control, thus 
reducing the feeling of insecurity.

Mobile devices such as smartphones afford a rapid exchange of information. They are handy, 
practical, can be used anywhere and provide access to various forms of content and functions in 
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real time. More and more people own smartphones (Statista, 2015) and use numerous apps that 
accompany them reliably in their everyday life (Rademacher, 2012). The smartphones serve as 
a “digital nanny” for users, which reminds them of appointments, predicts the weather or serves 
as a source of entertainment, thus they never get the feeling of being alone. Rademacher (2012) 
posited that the immediate availability of such information via apps creates a feeling of control 
because knowledge and the ability to influence ones living environment are available at any time, 
e.g. through communication with contacts and monitoring their status updates. This perceived 
control has a soothing effect on people (Rademacher, 2012).

Our research project deals with the design of communication networks that strength the sense 
of security of the citizens in crises situations. We aim to improve the communication between 
crisis actors and the affected so that important information can be exchanged at any time and 
for various conditions. In this context, the use of apps for crisis communication seems to be of 
great benefit. The technical possibilities, such as the immediate access to stored data or the mo-
bile web and thus the access to current news, as well as the familiar handling of the technology 
and the associated confidence, can foster autonomous action and reduce perceived uncertainty 
among people. Considering these aspects, the following research question can be derived: Which 
factors are critical to design an efficient communication app for citizens in critical situations?

In order to design a concept for a successful solution, various aspects are considered in this 
paper. First, in the following chapter communication in critical situations is analyzed. There we 
consider the behavior of people during the different crisis phases in relation to the crisis com-
munication of authorities and organizations with security tasks and examine the challenges of 
crisis communication. Then, various communication means are reflected in terms of their suit-
ability for crisis and emergency scenarios. In the third chapter, we present different apps that 
have been developed for crisis situations in order to help people. We analyze the properties and 
functions of apps and discuss their advantages and disadvantages for critical scenarios. Based 
on the previous results, we derive requirements for an app that can be used for different critical 
situations and supports all user groups. In the conclusion we discuss this design concept and 
further steps of our research project.

2. COMMUNICATION IN CRISES AND EMERGENCY SITUATIONS

Insecurity and fear arise in situations that occur unexpectedly with unknown consequences. 
These include life-threatening events. To avoid panic, it is vital to provide citizens, particularly 
the affected, with relevant information. To reach people in crises there are different communi-
cation tools. Emergency services can use many different media, such as newspapers, websites, 
radio, flyers, local announcements and sirens to inform the citizens. Sometimes people do not 
know that this information is available. This often depends on the citizens themselves and the 
awareness of their own situation.

2.1. Crisis Phases and Human Behavior

As already pointed out, in crisis situations it is important to strengthen the sense of security of 
those affected so that they act properly. According to a theory by John Leach human behavior 
is not dependent on the type of a disaster, but on the perceived risk (Leach & Campling, 1994). 
Leach distinguishes three stages of a crisis and assigns each to a certain behavior. The crisis 
communication should be adjusted according to the appropriate behavior. The objectives of crisis 
communication can be assigned to the respective phases.
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In the phase before a crisis, people are uninterested in potential crises and tend to ignore 
the facts and suggested precautions. Therefore, the crisis communication in this phase should 
include informing the population. Trust and credibility in the source are crucial (Federal Ministry 
of the Interior, 2008). To avoid that the communicated information is ignored, it is important to 
highlight the personal relevance and usefulness for those affected (Downs, 2011). With a higher 
perception of risk the likelihood to remember important information increases (Brewer, 2011).

In Leach’s phase during a crisis, people show reflexive and schematic behavior. They have 
no control over their emotions and information processing is inhibited. At this stage crisis com-
munication should comprise an accurate assessment of the situation (Renner & Gamp, 2014). The 
assessment should be prompt, transparent, objective and truthful, even if the information is still 
uncertain (Federal Ministry of the Interior, 2008). This knowledge and an accurate assessment 
of the situation help choosing appropriate behavior patterns and making informed decisions.

In the third phase, after the crisis, people are aware of the impact and damage, but act very 
emotional trying to suppress the reality. At this stage there is no specific need for communication 
with the population (Federal Ministry of the Interior, 2008). Here crisis management reflects 
about previous events in order to gain new insights and to prepare for future crises. However, 
it can be assumed that the citizens have to deal with the particular experiences and thus require 
corresponding feedback and support in this phase.

Considering these behavioral strategies, it seems to be important to align the crisis com-
munication according to the needs of citizens. It should be noted at which time information is 
necessary for citizens and when they would consider it. As already indicated, not all of the crisis 
media are known by the citizens or they are not accessible to them. However, it is important to 
bring information to the affected quickly and without gaps. In this context, it makes sense to 
adapt the information media to the needs of citizens, because according to Leach´s theory an 
adaptation of citizen’s behavior in crises cannot be implemented (Vorst, 2010).

2.2. Challenges of Crisis and Emergency Communication

Successful crisis communication is also dependent on other factors besides the choice of suitable 
media. In this context, the communication source as well as the communicated content is impor-
tant. Hagar (2010) demonstrated different information challenges in the context of information 
communication from the authorities to citizens (see Table 1). In that regard Hagar emphasized 
that it is relevant to understand the importance of information in the various stages of a crisis, 
to analyze complex information needs and information-seeking of the people and to get an un-
derstanding of the factors that impact the integration and coordination of information in a crisis.

Table 1. Information challenges in a crisis (Adopted from Hagar, 2010)

Information Challenges in a Crisis

• Information overload or, conversely, lack of information 
• Changing information needs at various stages of a crisis: preparedness, warning, impact, response, recovery and 
reconstruction 
• The many diverse actors and agencies involved who increase the amount of information produced 
• The connection of informal and formal channels of information creation and dissemination 
• Information uncertainty 
• Trustworthy sources of information 
• Conflicting information 
• Getting the right information to the right person at the right time
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These challenges vary depending on the situation. The specific crisis scenario and the rel-
evant addressees must be distinguished, because people can have different roles in the scenarios, 
e.g. victim, volunteer, relative or observer. These factors are decisive for the investigation of 
technologies and human-centered approaches that support communities in crises (Hagar, 2010). 
To account for the challenges, the communication should provide personalized information 
for all persons. Hence the challenge is to reach individuals to address the relevant information 
needs. In order to provide customized information, their specific situation must be known. In 
addition to the information about the general situation and situation assessment, there will be 
situations that require certain actions. People have to be instructed to behave properly, if they 
are not able to do so of their own accord. These include situations that affect the person’s own 
concern (e.g. car accident).

In order to get adequate help, support and situation-related information in crises, the role of 
the persons concerned can be crucial. In relation to the various roles, different level of affection 
can be distinguished. Each level contains specific needs for information. On the other hand, 
people have a different perception of the situation on each level. In our view, four different roles 
or level of affection can be distinguished:

• First Level of Affection: Victims and people who can give first-hand information (e.g. 
how they feel), since they themselves are affected, and people who are affected themselves 
but cannot provide information. If they are able to act, they can search or call for help and 
they can help themselves.

• Second Level of Affection: Companions or direct helpers who are with or near victims and 
affected in critical situations. They can report second-hand information (e.g. reflect how 
others feel) and describe the situation in detail (e.g. what they see). They can search or call 
for help and they can help others.

• Third Level of Affection: Observers or indirect helpers who see or hear about critical situ-
ations but cannot report in detail. They could help others.

• Fourth Level of Affection: Messengers or public facilities who cannot see but tell that 
something has happened and where it is. They could help others.

In view of the challenges and the various forms of communication, the most vital require-
ment referring to Hagar (2010) is to get the right information to the right person at the right time.

2.3. Means of Communication

At first glance human-to-human communication appears to be the only option to receive per-
sonalized information. In this way, the own situation can be described and required information 
can be retrieved. Media such as radio, television, flyers or sirens are unsuitable, as an exchange 
between the communication parties is needed. Because direct communication from the authorities 
to citizens cannot detect the citizen’s needs, if the backchannel to ascertain the needs is missing.

For a bi-directional exchange other communication methods seem to be more convenient. 
Probably the easiest way is a face-to-face conversation or a phone call. In this context, the set 
of acquaintances as well as appropriate experts (e.g. emergency personal) serve as sources of 
information and recommenders of actions or instructions (Whalen & Zimmerman, 1990). Possible 
limitations arise in this case if it is not possible to address or to call another person, for example, 
when the person got into a critical situation himself and is not able to make calls or speak due to 
the circumstances. Social media represent another means of bi-directional exchange. In contrast 
to mass communication through traditional media, for the most part the receiver knows who the 
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transmitter of information from social media is. These provide information on different areas in 
crises. First, the exchange between relevant persons can be carried out in real time and people can 
search for published news. In addition, various initiatives are launched through social networks 
in crises, e.g. to coordinate volunteer help and helping others to cope with the crisis (Kaufhold 
& Reuter, 2014). A big advantage of social media communication is the possibility to use it on 
the go anywhere. Among other things, a disadvantage is that the information in social media 
often does not come from authorized sources or security organizations.

Although the authorities provide many media for different situations, they must be taken 
to the citizens, because mostly they do not know that such media exist. According to Leach’s 
theory (Leach & Campling, 1994), facing a crisis is difficult, because people do not deal with 
potential crises or dangerous situations before they occur. Accordingly, they must first identify 
the relevant information corresponding to the phase of the crisis and the person concerned. In 
crises people likely use the channels that they prefer to use otherwise (see schematic behavior 
before crisis). Social media offer access to content by various technologies that people already 
use a lot every day and on the go. Taking into account the mentioned aspects, mobile technologies 
offer a combination of different functions that can provide an attractive solution both in terms 
of the behavior of people in crises as well as the communication challenges.

2.4. Modern Crisis Communication via Social Media

The relevance of communication by the authorities to citizens through social media was highlighted 
in various works. In this context, studies focused on past crises to analyze the communicated 
content. St Denis, Palen, and Anderson (2014) found that authorities do not comply with the 
citizens communication needs and emphasized the potential of social media for crisis commu-
nication. Previous studies already stated the essentiality of mobile peer-to-peer communication 
in phases of crises (Palen, Vieweg, Liu, & Hughes, 2009). Ivarsson (2015) also emphasized 
the significance of the involvement of the public for crisis communication. Tapia and LaLone 
(2014) indicated the use of social media communication in the context of the Boston Marathon 
Bombing. Other studies emphasized a consideration of volunteers through social media, be-
cause in crises people tend to help each other and need to be coordinated (Condon & Robinson, 
2014; Purohit et al., 2014; Van Gorp, 2014). Furthermore, Magnusson and Öberg (2015) stated 
that crisis training is a fundamental user need. Hence, this aspect should also be integrated into 
modern crisis communication.

In relation to the development of crisis-related social media, Hughes, St Denis, Palen, and 
Anderson (2014) identified design proposals for crisis communication analyzing past postings 
from social media. They propose to highlight important information related to a crisis so that it 
can be found quickly. This proposal can also be applied to the use of apps. In a crisis-specific app 
the attention to such information can be increased because of the crisis focus of the app. Relating 
to the thesis by Downs (2011) this would highlight the personal relevance and usefulness for 
affected people. Roos, van Buul-Besseling, Streefkerk, and Neef (2015) have derived success 
factors for crowdsourcing platforms. They describe motive alignment of the crowd as an impor-
tant factor for the usage of such technologies. Choi, Choi, and Kim (2012) already considered 
motivational aspects of app usage and found a correlation between extrinsic motives and trust.

Research in the field of crisis context focuses increasingly on the use of apps to support the 
communication and interaction between victims and the helping actors (e.g. Bean et al., 2015; 
Cheng, Liang, & Leung, 2014; Reuter, 2014). Therefore, in the following, various apps are analyzed 
based on their features to outline their advantages and disadvantages for crisis communication.
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3. USE OF APPS IN CRISIS AND EMERGENCY SITUATIONS

The numerous functions of smartphones including MTS, GPS, camera and data memory enable 
various application options. Location-based information can support people by promoting situ-
ational awareness. If MTS or GPS do not work people can still use preprogrammed instructions. 
Also people can participate and share vital information with others. Köllen (2015) described 
different crisis apps for weather or hazard warning (KATWARN1), search for objects that were 
buried by avalanches (Galileo-LawinenFon2), first aid instructions (Malteser Erste-Hilfe-App3) 
or current investigations of wrong-way drivers (ANIKA4). Moreover, there are apps to recruit 
and coordinate registered volunteers (Hands2Help5) whereas trained first aiders can register at 
Mobile Retter6 and be alarmed in an emergency situation in their immediate vicinity, to get there 
faster than the ambulance. Depending on the context of a crisis or disaster, there are different 
objectives of communication. The crisis communication can be supported by the use of apps, 
whereby the uncertainty of affected people can be reduced.

3.1. Characteristics of Crisis Apps

In the following, the mentioned apps (Köllen, 2015) and their functions will be presented to 
illustrate the possibilities for the use of apps in critical situations. To give a better overview, we 
present other apps that are similar to the already mentioned ones. These apps address different 
roles of affected people and their level of affection in various contexts. They promote an in-
formation gain, provide behavioral instructions, coordinate people in crises and provide useful 
support in other critical situations. It should be noted that the objective is not to investigate the 
apps to see if they are well designed or how popular they are. Furthermore, it should be noted 
that the featured apps exemplify an overview of the various areas of application for the discussed 
problems. There are many other areas for the use of apps for example in the context of security, 
such as location trackers for kinds or pets (trax7). The aforementioned apps can be considered 
in various operational scenarios.

3.1.1. Apps with Alarm for Situation Awareness

There are apps like KATWARN and ubAlert8 that send messages or alerts to the users of the apps 
and thus inform them of the situation or a disaster, such as storms, epidemics or fires. With 
KATWARN users are warned via push-notification by civil protection authorities, fire depart-
ments and by the German Weather Service (Fuchs-Kittowski & Faust, 2014). They can share the 
warnings and forwarding them via SMS. Similar to KATWARN, ubAlert allows users to indicate 
their residence to get location-specific information within a specified radius via email or SMS. 
However, users can also take action themselves by creating warnings and passing them on to the 
app (Ibrahim et al., 2013). Following a review of the relevance of the message by the operator, 
all registered users who are located within the warning area will be informed. The warnings 
are displayed graphically on a map and can be filtered by time, location, severity, credibility 
and category if required. There is also information about the state of the message (rumor vs. 
confirmed message). The app has a collaboration aspect as messages can be broadly shared and 
commented by users.

As another example of warnings via apps, the student project ANIKA from the University 
of Clausthal can be cited. Drivers on a highway can be warned faster by the app than by traffic 
reports that a wrong-way driver is located in their vicinity (ITS Niedersachen News, 2014). 
This works by transmitting the mobile data of all drivers to the roadway pillars, whereupon an 
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evaluation of the data ensues. If a vehicle, which is traveling in the wrong direction, is detected, 
other drivers in the vicinity are alarmed within a second via message.

3.1.2. Apps for Sending Alarms and Asking for Help

There are various forms of apps to submit alarms or emergencies. Avalanches represent a special 
scenario, where the person in distress can no longer ask for help actively. The app iSis9 supports 
an automatic alarm if the user has an accident or is buried by an avalanche. Therefore, the iSis 
system recognizes the traveled distance, the height differences and the user’s mobility in real-
time (Floyer, 2013). Users who are conscious can also trigger a manual emergency alarm. In both 
cases the corresponding resorts, emergency services or registered users (favorites) are alerted via 
push notification. The user receives direct feedback about his or her call, wherein a first ring tone 
signals that a distress signal was sent, and a second ring tone indicates that the distress signal 
has been received. To use the app, an Internet connection or Bluetooth is required. The Galileo-
LawinenFon uses satellite technology to locate the persons concerned (Meiboom, 2014). This 
way, a very accurate localization of the position of the device that sends an alarm is possible.

The emergency app Malteser Notruf-App10 is an all-round alarm system and can be used 
anywhere. It is not specialized for any specific area. With this authorized app people can send 
emergency calls to predetermined representatives (by SMS) or to an emergency call center 
(automatic voice connection to the Malteser emergency central). The exact GPS based location 
and stored information such as pre-existing conditions are forwarded with the call. However 
the use of this app is fee-based.

3.1.3. Apps for Behavioral Instructions and Support

Apps for behavioral instructions or step-by-step instructions in critical situations provide users 
with information to act independently in various scenarios. The first-aid app by Malteser (Mal-
teser Erste-Hilfe-App) uses images and short texts to guide the user through important actions, 
based on simple guiding questions to situation-specific provisions (e.g. securing the accident 
scene) and first aid instructions (e.g. in cases of poisoning or wounds). This content was created 
based on training requirements for the Assistance Service and should therefore serve as a kind 
of first-aid training. In addition, the app contains a link to related courses.

The St John Ambulance First Aid11 app also works with step-by-step instructions by pictures 
and brief descriptions for numerous issues, including asthma, drowning, cold and heat accidents. 
Some instructions differentiate between aid for adults, children and infants (e.g. resuscitation). 
Additional, auditioned guides can instruct the user by voice.

3.1.4. Apps for Volunteers

The app TeamRedCross12 allows registered users to advertise posts for volunteers or respond 
to listings. Newly issued alerts that come up within the specified location of the user will be 
forwarded via push-notification. If the user is interested in the offer, he can prepare on the basis 
of bullet points, videos or simple quizzes in the app, e.g. he learns how a drowning child can be 
saved and what should be noted doing this. Then the user can decide whether he wants to accept 
the commitment. Operations are advertised for situations such as fires, floods, storms and other 
disasters. As an incentive for volunteering digital badges and achievements are awarded for 
numerous commitments. The app also allows forming a team with other registered users to be 
in direct contact with them. Further, alerts can be divided into social networks to inform other 
people and ask them to volunteer.
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Another app for volunteer workers is Hands2Help. Using the app requests for assistance 
from citizens by authorities and support services can be captured spontaneously and routed to 
the right helpers. These are identified by their profiles and customizable criteria (e.g. skills, ac-
cess routes and equipment) with the aid of an algorithm. Users are alerted via the app and get 
information after a certification about their commitment, e.g. for filling sandbags or providing 
supply to helpers (Hofmann, Betke, & Sackmann, 2014).

3.1.5. Apps for Trained First Aiders

Mobile Retter is an app that is based on a similar principle as Hands2Help. With the Mobile 
Retter app trained first aiders that are located in close proximity can be alarmed in parallel to 
emergency services. The proximity is checked via GPS by the control center. If the first aider 
accepts the call, he gives feedback to the central office via the app and gets the exact emergency 
location immediately so that he can move towards that location right way. Due to this physical 
proximity the mobile first aiders are often at the crash scene to initiate life-saving measures 
before the emergency services arrive (Stroop, Strickmann, & Kerner, 2015). This increases the 
chances of survival of the affected. To guarantee a high quality of aid, the access to the app is 
limited to registered first aiders with reviewed qualifications.

This app is different from the aforementioned ones. The other apps are used in the context 
of assistance and for information gain. Mobile Retter focuses on an effective deployment of 
people with trained skills in crises. Nevertheless, this app is an example of a sensible solution 
and effective communication in critical cases.

Taking into account the areas of application of the listed apps for critical and dangerous 
situations, it can be stated that apps provide a replacement opportunity for other communication 
means, both for one-way as well as for bi-directional communication. Moreover, in crisis situa-
tions various audiences can be addressed with apps and perform various actions with these apps. 
Table 2 shows a summary of the emphasized characteristics of the described apps.

Likewise, using apps facilitates a combination of different media. Information may be 
consumed by apps instead of using radio, television, or print media. Warning sirens or vehicles 
can be replaced by alerts via smartphones and behavioral instructions can be supplanted by us-
ing imagery and short text in apps. On the other hand apps also have specific restrictions that 
should be considered.

3.2. Advantages and Disadvantages of Apps for Critical Situations

The ideas and scenarios of the described apps show the variety of applications for different situ-
ations. To analyze the usefulness of the apps, they should be considered in terms of the crisis 
phases by Leach (Leach & Campling, 1994) and the communication challenges by Hagar (2010). 
Thus, the advantages and disadvantages of individual apps and their functions can be revealed.

3.2.1. Related to Crisis Phases and Human Behavior

Mayer (2012) posited that the value of apps is determined by quick access to information and 
need-based services. An underlying advantage of mobile crisis communication is reflected in 
the prompt reporting. The short path of an announcement to a citizen via smartphone is clearly 
superior to other communication media such as newspapers, radio and television. It highlights 
the perceived topicality of information and immediately attracts the attention of users. For direct 
response apps support another useful function. Location-specific information transfer using de-
tection by GPS can support the assessment of the situation and highlight the personal relevance, 
cf. Downs (2011). This supports the statement made by Renner and Gamp (2014), as this con-
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textual information can help to asset the situation. For example, through warning services like 
KATWARN and ubAlert that issue location-specific information on danger spots such as major 
fires or storms, the own risk perception can be increased (see phase before). ANIKA provides 
effective situation specific real-time information because the message is directly reported and 
not relayed through third parties. KATWARN even adds behavioral advice to the warning infor-
mation, so that the users can reduce the loss of control by seeing actual opportunities for action. 
As a result, the alertness to potential involvement and the motivation for protective measures 
can be increased (Al-Akkad & Floor, 2014).

On the other hand, using preinstalled information such as guidance documents (Reuter & 
Ludwig, 2013) can encourage the autonomous action of affected in critical situations (cf. schematic 
behavior in the phase during). The advantage of the apps in this case is that these documents 
can be used even without Internet and mobile connections. Apps like the first aid apps Malteser 
and St John Ambulance First Aid provide step-by-step instructions and serve as support against 
uncertainty (cf. phase during). This provides an advantage in terms of immediate availability 
compared to other communication media such as information flyers like the “Guide to emergency 
preparedness and right action in emergency situations” (BBK, 2013). The information can be 
accessed directly from the app and instruct the actors. Accessing preinstalled content may also 
satisfy an immediate need for information. If that is not sufficiently, there is the possibility to ask 
for help, e.g. with the app Malteser Notruf-App. This function is a known practice in accordance 
with the usual handling of calls and messages (cf. schematic behavior in phase during). The 
app also provides the benefit of stored personal data that is sent with the emergency call. If the 
affected is not able to ask for help, functions such as the implementation of the automated alarm 

Table 2. Characteristics of the sample of apps for critical situations

App Name Communication 
Direction

Actions Addressees Level of 
Affection

KATWARN Bi-directional Consume and 
participate

Everyone Any

ubAlert Bi-directional Consume and 
participate

Everyone Any

ANIKA One way Consume Drivers 2

Galileo-LawinenFon Bi-directional Participate Anyone in 
avalanche zones

1 + 2

iSis Bi-directional Participate Anyone in 
avalanche zones + 
climber

1 + 2

Malteser Notruf-App One way Participate Everyone 1 + 2

Malteser Erste-Hilfe-App One way Consume Everyone Any

St John Ambulance First 
Aid

One way Consume Everyone Any

TeamRedCross Bi-directional Consume and 
participate

Everyone 2 + 3

Hands2Help Bi-directional Consume and 
participate

Everyone 2 + 3

Mobile Retter bi-directional Consume and 
participate

Trained first aiders 4
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and call for help are useful, e.g. Galileo-LawinenFon and iSis. With the localization function 
victims are rescued quickly, which is especially important if they are buried or unconscious.

After the crisis, people’s behavior is characterized by their awareness of the crisis extent, 
but they cannot deal with the situation and suppress feelings. It was assumed that in this phase 
the citizens have to deal with the particular experiences and thus require corresponding feedback 
and support. To ask for help or to provide assistance the users can make announcements with 
apps, e.g. Hand2Help and TeamRedCross. Through the request for assistance and the related talk 
those affected cope better with the crisis, which can also be promoted by offering help.

3.2.2. Related to Information Challenges

Regarding the information challenges by Hagar (2010) mobile communication offers many use-
ful approaches. The importance of information was shown by the detailed reflection of human 
behavior in crises. So the challenge of changing information needs at various stages of a crisis 
can be solved with the use of apps. But the needs of affected are not only related to the acces-
sibility of information. The provided information must meet certain criteria.

In crises, it is important that information is quickly and easily accessible in order to avoid 
information overload (Cromdal, Osvaldsson, & Persson-Thunqvist, 2008; Turoff, Chumer, de 
Walle, & Yao, 2004). The Malteser Erste-Hilfe-App and St John Ambulance First Aid contain 
many details and have several navigation steps before the user reaches the desired information. 
Likewise, the user has to assess which information fits his or her needs best in the current situa-
tion. However, apps such as KATWARN may have the disadvantage that the necessary informa-
tion cannot reach the user, since GPS does not work. Alternatively, it is possible that the user 
is suddenly confronted with a situation that has not yet been recognized by the authorities and 
therefore there is no notification about it. Thus, the user experiences helplessness.

The dissemination of information is facilitated by the ability to share it, e.g. KATWARN 
and iSis. Furthermore, many apps refer to the source of information contained within the app, 
so users can obtain content from entities such as government agencies and organizations they 
trust. However, apps do not provide benefits related to information uncertainty or conflicting 
information, because these challenges depend on the source of the information. Perhaps users 
may trust the information in the app and feel guided by its information if they trust the source.

The biggest advantage is the ability to get personalized information, due to location-based 
information in real time, filtering options (cf. ubAlert) and stored user profiles (cf. Malteser 
Notruf-App). Many apps help overcome the challenge to get the right information to the right 
person at the right time (Hagar, 2010). Another advantage is that a lot of information can be 
communicated and gathered in one place (cf. KATWARN). However, it seems to be rational to 
use several means of communication. To reach different audiences, apps should be considered 
as an additional option to communicate the relevant information because of the restrictions of 
smartphone usage.

3.2.3. General Advantages and Disadvantages

Considering the different featured apps, it is unfortunate that different apps for specific scenarios 
exist and there are already several solutions for each scenario. The user must decide which app 
is suitable for him, which can lead to uncertainty and fear of the wrong choice (Schwartz, 2004). 
This can be a problem especially if the person is in a crisis and the choice of the right app is 
overwhelming. In this context, it makes sense that the app is installed already before the crisis 
occurs. If the mobile device has a pre-installed app, there is no need to make a choice, which 
would promote confidence in the app (Rademacher, 2012). A further advantage of pre-installed 
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apps is that registration and the collection of profile data can be handled before the crisis occurs, 
so this information is already present in a crisis situation.

If an app is only available commercially and thus costs money (e.g. Malteser Notruf-App) 
that is a disadvantage in comparison to other information channels. Likewise, it is disadvanta-
geous if additional hardware is necessary, e.g. Galileo-LawinenFon. As already indicated, it can 
be assumed that the usage of some apps is not intuitive (see. Malteser Notruf-App and St John 
Ambulance First Aid), so users may resort to more familiar media or functions such as a phone. 
General limitations of the app usage in crises are battery life and GPS availability.

Based on the assumption that apps represent an additional means of communication in times 
of crises, many advantages may be recorded. In terms of the level of affection, various groups 
of people (cf. KATWARN) and roles (cf. Mobile Retter) can be addressed directly for different 
scenarios with apps. Another advantage is the ability to get the content and information personal-
ized, e.g. filtering of relevant information in ubAlert and create profiles with Malteser Notruf-App. 
Although a direct emergency call is to be preferred, in the case of reception problems a behavior 
instruction via app can be very helpful to reduce panic reactions. Likewise, it should be empha-
sized that information as a combination of image, text and language may support different users 
needs. Table 3 shows a summary of the advantages and disadvantages of the presented apps.

On the basis of the presented issues, the use of smartphones and its mobility constitute ad-
vantages for the basic crisis communication. However, only specific apps provide crisis-relevant 
and needs-oriented features. Compared to other crisis communication channels, the advantage 
that apps provide is that they allow for the combination of multiple channels. To successfully 
exploit these advantages, however, several aspects have to be considered.

Table 3. Advantages and disadvantages of the presented crisis-related apps

Advantages Disadvantages

Speed: 
• Short and quick route towards the notification of 
users (ANIKA)
• Possibility to set an individual, automatic alarm, 
which sends an emergency call when users have 
lost the ability to send one by themselves (Galileo-
LawinenFon, iSis)

Reliability: 
• The app usage depends on the battery life of the mobile 
phone and the GPS availability 
• Relevant information may not reach the user, if the 
GPS is malfunctioning (KATWARN)
• Different information sources can conflict and 
undermine the trust in the provided information

Personalization: 
• Location-specific information can be send to 
the users to help them assess the current situation 
(KATWARN, ubAlert)
• Custom tailored information based on predefined user 
profiles (Malteser Notruf-App) and filters (ubAlert)
• Ability to send personal data embedded in the 
emergency call to speed up the dispatching process 
(Malteser Notruf-App)

Scope: 
• Users can not receive information for crisis situations, 
which have not yet been recognized by the authorities 
• Some apps are not free of charge or may require 
additional hardware to function, which reduces the 
number of potential users (Malteser Notruf-App, 
Galileo-Lawinenfon)

Flexibility: 
• There are apps for various roles and groups within a 
crisis (KATWARN, Mobile Retter)
• Possibility to combine multiple channels within a 
single app 
• Preinstalled information can be accessed even when 
the user has no internet connection or GPS-signal 
(Malteser, St John Ambulance First Aid)

Confusion: 
• Usually multiple steps are needed to reach the desired 
information within an app (Malteser Erste-Hilfe-App, St 
John Ambulance First Aid)
• There is an oversaturation of apps for specific 
scenarios, which may confuse potential users 
(KATWARN, iSis)
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4. REQUIREMENTS FOR CRISIS-RELATED APPS

As already pointed out, many people own a smartphone and can use apps. The trend is rising 
(Statista, 2015). More and more people own smartphones, which means that the daily life use of 
these devices also increases. The individually optimized offers of smartphones via apps promote 
the convenience of users, according to the principle “I need an app that tells me when to do some 
sports or how the weather will be today” (Rademacher, 2012). The desire for an everyday support 
and a certain basic trust in the capabilities of apps seem to be a good prerequisite for the use and 
success of mobile applications in a crisis context. Similarly, benefits of apps can be expected 
in terms of objectives of crisis communication. Therefore it can be assumed that apps provide 
a practical alternative and a meaningful additional media to convey relevant information to af-
fected people in crises. In particular, benefits can be seen in terms of human behavior support.

In order to harness the advantages offered by such apps and to counteract the disadvantages, 
various requirements for a successful solution for mobile crisis communication must be considered. 
Thus, the coverage and consideration of different functions based on analyzed apps appears to be 
advisable. With regard to the featured apps it can be concluded that the communication solution 
should include all of the following functions, in order to present an effective communication and 
exchange solution for different levels of affection and thus problems during crises:

• The app should offer the option to get information and news, which should be done in real 
time. The information should be communicated to the users directly and attract their atten-
tion, e.g. by alerts.

• The ability to inform oneself independently about specific content, in the sense of guidance 
and best practices, provides another important function for the app. This would promote 
autonomous actions and impart a sense of control. Another important aspect is that such 
information must also be accessible without an Internet connection.

• The option to share and disseminate information is important. It should be possible to share 
the given information from within the app with friends, acquaintances or other stakehold-
ers (in close proximity) form within the app and distribute crisis relevant content. Thereby 
people can be addressed who have not received the message, for example, those without 
the app. Just as well, the app should allow to convey the own status, which is important for 
the contacts as well as for authorities and helpers.

• Furthermore, the function to ask for help appears to be very useful for such an app. Dis-
tinction should be made between the ability to dispatch an emergency autonomously and 
the option of automatic emergency calls. This is helpful as a person can ask for help in a 
dangerous situation, or the system triggers an alarm if the person cannot do it by himself. 
The possibility of an automatic aid call is an important advantage of apps in crises.

• An additional function is the option to offer help and to become a helper. The app allows 
coordinating volunteers and deploying them at appropriate places. People may also be 
prompted to provide assistance through the app.

The various functions are important because all individuals and thus levels of affection 
must be addressed. For a uniform solution considering all of the affected groups is fundamental. 
Thus, the personal relevance can be increased, as their behavior can be addressed in different 
situations, even if their situation or level changes (c.f. Downs, 2011). The precondition is that 
the app can be used location-specific and functions can be personalized. Hence, the content 
should be customized, e.g. with personal details and preferences of usage. With regard to the 
design and usability, the following aspects of the app should be considered. A combination of 
the functions and links between the individual functions should be added, so that other actions 
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can occur directly from the various functions, e.g. information should animate to action and 
contain a forward to the appropriate behavioral instructions. In terms of the mentioned apps 
with behavior instructions, long navigation routes should be avoided to get the user to relevant 
content quickly by referring to other important communication media (radio, television etc.), 
so only the most important information is included in the app and available ad-hoc. Here, the 
reference to general emergency call numbers such as 911 (US) and 112 (Germany) appears to 
be particularly important.

For the success of a crisis app the following additional notes should be observed. It is es-
sential that user have the opportunity to receive feedback from the system for all actions and 
functions. The fact that a user gets feedback enables him to assess the behavior and to get a 
feeling of security and control over his or her actions and the critical situation. Furthermore for 
a useful solution the content is as important as functioning technology. Thus, the emergency 
service or other sources of information must provide up to date content, so the affected have 
input at various stages of the crisis. Also the communication of uncertain content is important in 
order to obtain the trust of citizens and to keep them on the cutting edge of things. Taking into 
account the fact that people do not download such apps in advance of a crisis (c.f. first phase), 
the app should be pre-installed on mobile devices.

5. CONCLUSION

This paper discovers the possibilities of apps in relation to critical situations and the necessary 
functions. In response to the research question, the benefits and crisis-specific characteristics 
of apps with regard to behavior and communication challenges have been discussed. As factors 
for the design of an efficient communication app in critical situations different functions were 
derived based on the needs of people. The design solution addresses the need to be informed 
during crises, to be guided, to offer help and enable the exchange with other affected. Other 
crisis communication means can be supported by apps, as apps are used as an additional means 
of communication, if the user will not be confused by the variety of the available functions.

There is a need to investigate the acquired concept for a communication solution that meets 
the different requirements of a crisis communication app. Our next steps imply an analysis of 
user requirements for apps in critical situations. Using these requirements, we will develop a 
first demonstrator that should be used to establish whether the design concept is sufficient to be 
an efficient communication app.

Thus, this paper provides a first contribution to addressing behavioral factors in mobile 
support in crisis communication. The exposed advantages of apps based on a theory of human 
behavior as a function of perceived risk and taking account of objectives of crisis communications 
are to be viewed critically, as they serve as an initial theoretical basis and there is no empirical 
evidence. To determine the usefulness of apps as a reliable helper in a life-threatening situation 
and its acceptance, further research approaches should focus on the aspect of trust because trust 
is a relevant factor for the use of an app or smartphone (Rademacher, 2012).
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